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Wireless is Ubiquitous

Wireless Technologies

Wireless Devices

Applications



• Open nature of wireless medium 

• Wireless eavesdropping 

Wireless Eavesdropping 



• Anti-Eavesdropping 

• Is it still available to spy user activities?

Wireless Encryption  



• Traffic analysis on statistic patterns

– APP usages 

– spoken phrases 

– behaviors 

• Limitations:

– low accuracy

– specific domains

Existing Methods
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Design a smart spying strategy: SS-Infer

1. Improve the data representativeness

– statistic data 

– encrypted raw data  

2. Develop a fusion Deep Neural Network model 

– Convolutional Neural Network (CNN) : spatial features 

– Long Short-Term Memory (LSTM) : temporal features 

– Extract flow features from network traffic

Main idea



• Infer activities in the level of traffic flows 

Intercepted packets will be aggregated and grouped into traffic flows 

Traffic Flow 



System Architecture

Learn spatial-temporal 
dependencies by
CNN and LSTM

Extract flow features 
from network traffic 



• One-Hot Encoding (OHE)  

• Learn spatial dependencies through CNN 

• Learn temporal dependencies through LSTM 

Spatial-temporal Features

Convolution:

Pooling:



Flow based Features
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Evaluation

• UNB ISCX network traffic dataset

– Web Browsing, Email, Chat, Streaming, File Transfer, VoIP, P2P 

• Evaluation results:
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We design a smart spying strategy, named SS-Infer, 
which can accurately and efficiently infer a user’s 
activity from encrypted wireless traffic. 

Conclusion




